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The days of simply paying lip service to data privacy obligations have gone.
In this new regulatory landscape, businesses will need to genuinely adopt
governance and accountability standards.

Data security is no longer simply a compliance department issue; the new
Regulation will demand evidence that organisations are actually being led
by Data Protection Officers that focus on the security of personal data in all
aspects of business, as well as asking the right questions at the right time
before things become a problem.

GDPR will require organisations to map and classify all their personal data,

perform risk assessments, design privacy protections into all new business
operations, and practices, employ dedicated protection officers, monitor and
audit compliance and document everything they do with data and everything
they do to achieve legal compliance.

This new law will also require firms to reconsider how they engage with people,
including their contracting and permission processes and how they give clear
and full information on what is happening to personal data.

DATA MANAGEMENT

The Directive states that organisations must have appropriate security in place
to prevent personal data being accidentally or deliberately compromised.

Data management software, such as DataStoreDSX seamlessly captures all
corporate information, irrespective of format or source, and archives it in a
single, secure repository. Information is retained and deleted in accordance
with legal and regulatory guidelines, enhancing Disaster Recovery and
Business Continuity. Instant access and retrieval capabilities improve customer
service and save valuable man-hours.

POLICY MANAGEMENT

Effective GDPR policies and procedures are a prerequisite to protecting
businesses and educating staff; however, if they are not communicated
effectively, they are worthless.

A robust policy management system, such as PolicyHub, could be used to assist
your organisation with this fast approaching regulation. PolicyHub is a built

for purpose, multi-lingual Policy Management solution that ensures the right
Policies & Procedures get to the right people; that they become accountable by
signing up to them and the entire process is recorded, providing a clear trail for

regulatory and audit purposes.



LEADING DATA PROTECTION & TECHNOLOGY LAW EXPERT, BRISTOWS
LLP'S ROBERT BOND, OUTLINES THE:

TOP 10 THINGS YOU NEED
TO0 KNOW ABOUT GDPR

1. The GDPR will become applicable across the EU on 25 May 2018
2. [t will introduce new obligations on organisations
3. Online identifiers and biometric and generic information are now

designated as “sensitive personal data”

4, The standard for genuine consent will get higher

5. Organisations will need to give more information about the processing
to individuals

6. There is a new right to erasure and a right to be forgotten

7. The GDPR introduces a new concept of privacy by design and privacy by
default

8. It will be mandatory to report security breaches to the Information

Commissioner’s Office within 72 hours.

9. Organisations will need to conduct Data Protection Impact
Assessments (DPIA] prior to any data processing which could be

considered as high risk

10. Organisations will be required to demonstrate that they are compliant
with the GDPR, through their internal policies, processes and training

Robert Bond is a Partner & Notary Public media and publishing, data protection,
for Bristows LLP and data protection and information security and cyber risks.
technology law expert

He is Secretary of the Board of the Society

Bond has nearly 40 years' experience in for Corporate Compliance & Ethics,
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advising national and international clients on Chairman of the Big Data Governance -
.
o
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all of their technology, data protection and committee of Tech UK and a member of
information security law requirements. He is the UN Data Privacy Advisory Group to the
arecognised legal expert and author in the United Nations and is an Ambassador for

fields of IT, e-commerce, computer games, Privacy by Design.
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About Mitratech

Mitratech is the market-leading
provider of legal, compliance, and
operational risk solutions for more
than 1,200 corporations of all sizes
across the globe, representing six

of the Fortune 10, almost 40% of the
Fortune 500, and over 500,000 users in
over 150 countries.

Mitratech’s portfolio of software
solutions offer end-to-end risk
management, including: matter
management, spend management,
e-Billing, legal hold, contracts
management, GRC, and reporting
solutions. Mitratech clients are able
to prove demonstrable value across
the globe by managing risk and
associated costs with transparency,
predictability, and control.

To learn more, visit www.mitratech.com

GET IN TOUCH MITRATECH (US)
info@mitratech.com +1(512) 382-7322

MITRATECH (UK)
+44 (0)1628 600 900

MITRATECH (AUS)
+61(0)3 9521 7077



