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Disclaimer This information has been prepared by Keesal, Young & Logan with information available as of May 20, 2019 for informational purposes only and is not legal advice. Transmission of the information is not intended to create, and  

receipt does not constitute, an attorney-client relationship. You should not act upon this information without seeking professional counsel.  © 2019 Keesal, Young & Logan

GDPR – Effective May 25, 2018 CCPA – Effective January 1, 2020

Who is required to comply 

with the regulation?

 

For organizations established in the European Union:   

Anyone who determines the purpose and means of the  

processing of personal data (“controllers”), and anyone  

who processes personal data on behalf of a controller 

(“processors”).  

GDPR Art. 3(1). 

For organizations not established in the European Union:  

Controllers and processors who process personal data of 

persons located in the EU, where the processing is related 

to (a) the offering of goods or services to persons in the 

EU, or (2) the monitoring of the behavior of persons  

within the EU.  GDPR Art. 3(2). 

 

Businesses.  A “business” is any for-profit entity that  

collects personal information of any natural person who  

is a California resident (or who determines what will be 

done with the data and how it will be processed), that  

does business in California, and: (a) has gross annual  

revenues in excess of $25M, or (b) annually buys,  

receives for a commercial purpose, sells,** or shares for a  

commercial purpose, the personal information of 50,000 

or more consumers, households or devices, or (c) derives 

more than half its annual revenue from selling consumers’ 

personal data.  Cal. Civ. Code §1798.140(c).

How does the regulation  

define personal information?

 

Any information that could be used to identify a natural  

living person.  Examples:  name, TIN or SSN, driver’s  

license or ID number, account number, location data, 

online identifier, physiological characteristics, economic 

status, social identity, etc.)  GDPR Art. 4(1).

Processing of especially sensitive categories of personal 

data (racial or ethnic origin, religious beliefs, sexual  

orientation, etc.) is prohibited unless an exception  

applies.  GDPR Art. 9(1).

 

Any information that identifies, relates to, describes, is 

capable of being associated with, or could reasonably be 

linked with a particular consumer or household.  Examples: 

real name, alias, address, online identifier, IP address, email 

address, account name, TIN or SSN, driver’s license or ID 

number, passport number, browsing history, search history, 

professional and educational information, records of  

personal property considered or purchased, and all  

inferences drawn from this information.  Cal. Civ. Code 

§1798.140(o)(1).
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      What specific obligations does the regulated business have to fulfill for the owners of that information in terms of: 

Obtaining consent

 

Opt-In. The data subject (person) must affirmatively  

consent to the collection, processing and/or transferring  

of their data.  Pre-checked boxes are not allowed.  The  

request for consent must separate from all other matters, 

and must be in an intelligible and easily accessible form,  

using clear and plain language.  The data subject has  

the right to withdraw consent at any time, and must be 

informed of the right to withdraw consent at the before 

giving consent.  GDPR Art. 7.

 

Opt-Out. A consumer’s consent to the collection and 

processing of their personal information may be implied 

from the consumer’s action of visiting a web site or buying 

goods or services, but consumers have the right to direct  

a business that sells personal information to third parties  

to not sell the information.  A business that sells consumers’  

personal information to third parties must notify consumers 

that their information may be sold and that they have the 

right to “opt out.”  Cal. Civ. Code §1798.120(a) and (b).  

Businesses who sell personal information are required to 

have a clear and conspicuous link on their internet homepage 

titled “Do not Sell My personal Information” that enables 

consumers to direct the business not to sell their personal 

information.  Cal. Civ. Code §1798.135. 

Providing transparency

 

The controller is required to provide the data subject  

with the controller’s identity and contact details, the  

purpose and legal basis for processing the personal data,  

the retention period for the data, whether the data will  

be transferred to any third parties and to inform the  

data subject of their rights, among other details.  All  

information must be provided in an intelligible, concise  

form using plain language. GDPR Art. 13,14. 

 

At or before the time a business collects personal information, 

the business must inform consumers of the categories of 

personal information collected and the intended use purpose 

for each category.  Cal. Civ. Code §1798.100. 



Disclaimer This information has been prepared by Keesal, Young & Logan with information available as of May 20, 2019 for informational purposes only and is not legal advice. Transmission of the information is not intended to create, and  

receipt does not constitute, an attorney-client relationship. You should not act upon this information without seeking professional counsel.  © 2019 Keesal, Young & Logan

GDPR – Effective May 25, 2018 CCPA – Effective January 1, 2020

Providing the right to access  

personal information

 

Data subjects have the right to obtain from the controller 

confirmation as to whether his or her personal data is being 

processed, access to the personal data, and information 

regarding the purpose of the processing, the categories 

of personal data concerned, the recipients of the data, the 

length of time the data will be stored, the data subject’s 

right to correct or restrict processing, the right to lodge a 

complaint with the supervisory authority, and other items.  

GDPR Art. 16.  Controllers must respond to the request 

within one month (which may be extended).  GDPR Art. 

12(3).  Generally, the controller must provide the requested 

information for free, but may charge an administrative fee 

for additional copies of the information.  GDPR Art. 12(3) 

and 16(3). 

 

Businesses must make available two or more designated 

methods for submitting requests for information, including 

at a minimum, a toll-free telephone number and a web site 

address (if the business maintains a web site address).  Cal. 

Civ. Code §1798.130(a).  Consumers have the right to request 

that the business disclose information that has been  

collected about them in the last 12 months, and disclose 

what personal information has been shared or sold with 

third parties. Cal. Civ. Code §1798.110 and §1798.115.  The 

business must disclose and deliver the required information 

to the consumer free of charge within 45 days (with only 

one 45-day extension).  Cal. Civ. Code §1798.130(a)(2).   

All information must be provided in a readily usable format.  

A business is not obligated to provide this information to 

the same consumer more than twice in a 12-month period.  

Cal. Civ. Code §1798.130(b).  

Providing right to correct 

errors in information

 

Data subjects have the right to correct inaccurate 

or incomplete information.  GDPR Art. 16.

 

None.

Providing right of deletion

 

Data subjects have the right to have the controller delete  

all personal data about him or her.  The controller must 

comply without undue delay, unless an exception applies.  

GDPR Art. 17.  The controller is obligated to communicate 

any deletion request to recipients to whom the data has 

been disclosed.  GDPR Art. 19.   

 

Consumers have the right to request that a business delete 

any personal information about the consumer that the  

business has collected from the consumer. The deletion 

request may be declined if an exception applies (there  

are nine exceptions).  Businesses must also direct service  

providers to delete the personal information.  Cal. Civ.  

Code §1798.105.
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Securing the information

 

Organizations must take technical and organizational  

measures to ensure a level of security appropriate to  

the risk.  GDPR Art. 24(1) and 32.  This includes, where  

appropriate, the pseudonymisation and encryption of  

personal data.  GDPR Art. 32 

 

The CCPA does not impose specific security requirements, 

but it does establish a private right of action in favor of  

consumers whose nonencrypted or nonredacted personal  

information is subject to an unauthorized access and  

exfiltration, theft, or disclosure as a result of the business’s 

violation of the duty to implement and maintain reasonable 

security measures and practices appropriate to the nature 

of the information.  Cal. Civ. Code §1798.150(a)(1). 

Notification if the security 

of the information has been 

compromised

 

The controller must notify the supervisory authority within  

72 hours after becoming aware of the incident.  GDPR  

Art. 33.  When a personal data breach is likely to result  

in a high risk to the rights and freedoms of natural persons, 

the controller shall communicate the personal data breach 

to the data subject without undue delay, unless an  

exception applies.  GDPR Art. 34.  For example, data  

subjects do not need to be notified of a breach where  

the personal data is encrypted.  GDPR Art. 34(3)(a). 

 

Businesses must notify any California resident whose unencrypted 

personal information was acquired, or reasonably believed 

to have been acquired, by an unauthorized person.  Cal. Civ. 

Code §1798.82(a).  Notice must be given without unreasonable  

delay, unless an exception applies.  Cal. Civ. Code 

§1798.82(a).  The breach notification must be written in 

plain language and must contain certain categories of  

information.  Cal. Civ. Code §1798.82(d).  Where more than 

500 California residents are affected, businesses must  

notify the state Attorney General of the breach.  Cal. Civ. 

Code §1798.82(f).  

Data minimization  

requirement

 

Personal data shall be adequate, relevant and limited to 

what is necessary in relation to the purposes for which  

the data is processed, and shall not be stored for longer 

than necessary.  GDPR Art. 5(1)(c), (e).   

 

None, as long as the consumer is informed about the 

categories of personal information to be collected and the 

purposes for which the categories of personal information 

shall be used. 
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Data sovereignty

 

Data may be transferred outside of the EU/EEA under  

certain circumstances:  Adequacy Decision regarding  

recipient country, binding corporate rules, standard data 

protection clauses, an approved code of conduct, or an 

approved certification mechanism.  GDPR Art. 44-47.

None. 

Right to data portability Yes.  The data subject shall have the right to receive the 

personal data concerning him or her, which he or she has 

provided to a controller, in a structured, commonly used 

and machine-readable format and have the right to  

transmit that data to another controller without  

hindrance.  GDPR Art. 20(1). 

 

Yes.  In response to a request for disclosure, businesses 

must provide personal information in a readily useable  

format to enable a consumer to transmit the information 

from one entity to another without hindrance.  Cal. Civ. 

Code §§1798.100(d) and 1978.130(a)(2). 

Fines

 

Certain infringements can result in fines of up 

to €20 million or 4% of total worldwide annual turnover, 

whichever is greater.  GDPR Art. 83(5).

 

The California Attorney General may bring actions for 

civil penalties of $2,500 per violation or up to $7,500 per 

violation if intentional. Cal. Civ. Code §1798.155(b). However, 

the CCPA grants businesses a 30-day cure period.  Cal. Civ. 

Code §1798.155(b). 
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**”Sell,” “selling,” “sale,” or “sold,” means selling, renting, releasing, disclosing, disseminating, making available, transferring … a consumer’s personal information by the  

business to another business or a third party for monetary or other valuable consideration.  Cal. Civ. Code §1798.140(t)(1).  A business does not sell personal information  

when the consumer uses or directs the business to intentionally disclose personal information or uses the business to intentionally interact with a third party (such as where 

a consumer purchases goods through a website and the on-line business owner must communicate the consumer’s personal information to the U.S. Postal Service or other 

carrier to deliver the goods to the consumer). Cal. Civ. Code §1798.140(t)(2). 

 

Sources 

•  General Data Protection Regulation (GDPR) full text (link here)

•  California Consumer Privacy Act (CCPA), Cal. Code Civ. Proc. §§1798.100-1798.199, full text (link here)
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Private right of action

 

Yes.  The GDPR establishes a private right of action for  

material or non-material damage caused by a data  

controller’s or data processor’s failure to comply with  

the regulation.  GDPR Art. 82(1). 

 

Yes.  The CCPA grants individuals the right to institute a  

civil action where their nonencrypted or nonredacted personal  

information is subject to an unauthorized access and  

exfiltration, theft, or disclosure as a result of the business’s 

violation of the duty to implement and maintain reasonable 

security measures and practices appropriate to the nature 

of the information.  Individuals are entitled to statutory 

damages of $100 - $750 per incident, or actual damages, 

whichever is greater.  Cal. Civ. Code §1798.150(a)(1).  The 

CCPA also requires consumers to provide businesses with 

written notice of the specific provisions violated, and also 

grants businesses a 30-day period to cure violations, if  

possible. Cal. Civ. Code §1798.150(b). 

https://ec.europa.eu/info/law/law-topic/data-protection_en
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375

