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GLBA CCPA – Effective January 1, 2020

Who is required 

to comply with 

the regulation?

 

Financial institutions.  15 U.S.C. §6801(a).  A “financial  

institution” is any institution in the business of engaging  

in activities that are financial in nature or incidental to 

such financial activities as described in section 4(k) of 

the Bank Holding Company Act of 1956.  

12 U.S.C. §1843(k). 

 

Businesses.  A “business” is any for-profit entity that  

collects personal information of any natural person who is 

a California resident (or who determines what will be done 

with the data and how it will be processed), that does  

business in California, and : (a) has gross annual revenues  

in excess of $25M, or (b) annually buys, receives for a  

commercial purpose, sells,** or shares for a commercial  

purpose, the personal information of 50,000 or more  

consumers, households or devices, or (c) derives more than 

half its annual revenue from selling consumers’ personal 

data.  Cal. Civ. Code §1798.140(c). 

Whose information is  

protected?

 

The GLBA protects nonpublic personal information of 

customers and consumers.  A “customer” is a consumer 

who has a customer relationship with the financial institution.  

17 C.F.R. §248.3(j). A “consumer” is an individual who  

obtains a financial product or service from the financial 

institution that is primarily for personal, family or  

household purposes.  A “customer relationship” means  

a continuing relationship between a consumer and the 

financial institution. 17 C.F.R. §248.3(g)(1) and (k)(1).

 

The CCPA protects personal information of natural persons 

who are California residents.  Cal. Civ. Code §1798.140(g).  

In June 2018, California enacted the California Consumer Privacy Act, a comprehensive privacy and data protection law.  The CCPA does not apply to personal information 

collected, processed, sold or disclosed pursuant to the federal Gramm-Leach-Bliley Act.  But the GLBA carve-out is not a full exemption.  GLBA-regulated entities 

are still subject to the CCPA if they meet the definition of “business” and collect personal information of California residents that is outside of the GLBA’s much 

narrower definition of “nonpublic personal information.”  Here is a comparison of key provisions in the GLBA and the CCPA, along with some examples of instances 

where the GLBA and CCPA diverge.   
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GLBA CCPA – Effective January 1, 2020

How does the regulation  

define personal information?

 

The GLBA protects nonpublic personal information.  15 

U.S.C. §6801(a). “Nonpublic personal information” means,  

in part, “personally identifiable financial information.”  17 

C.F.R. §248.3(t)(1).  Personally identifiable financial information 

is any information:  (i) a consumer provides to the financial 

institution to obtain a financial product or service; (ii) about 

a consumer resulting from a transaction involving a financial 

product or service; or (iii) the financial institution otherwise 

obtains about a consumer in connection with providing 

a financial product or service to the consumer.  17 C.F.R. 

§248.3(u)(1). 

 

The CCPA applies to personal information, which is any 

information that identifies, relates to, describes, is capable 

of being associated with, or could reasonably be linked with 

a particular consumer or household.  Examples: real name, 

alias, address, online identifier, IP address, email address, 

account name, TIN or SSN, driver’s license or ID number, 

passport number, browsing history, search history, professional 

and educational information, records of personal property 

considered or purchased,, and all inferences drawn from 

this information.  Cal. Civ. Code §§1798.140(o)(1).   

What specific obligations does the regulated business have to fulfill for the owners of that information with respect to:

Obligation to provide  

transparency and initial  

disclosures

 

At the time of establishing a customer relationship  

with a consumer and not less than annually during the  

relationship, a financial institution must disclose its  

policies and practices regarding disclosing nonpublic  

personal information to affiliates and nonaffiliated third  

parties, including the categories of information that  

may be disclosed.  15 U.S.C. §6803(a)

 

At or before the time a business collects personal information, 

the business must inform consumers of the categories of 

personal information collected and the intended use purpose 

for each category.  The business cannot collect additional 

personal information or use existing personal information for 

additional purposes without providing notice.  Cal. Civ. Code 

§1798.100(b).  
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GLBA CCPA – Effective January 1, 2020

Right to request access to 

personal information that has 

been collected and sold

 

None.

 

Businesses must make available two or more designated 

methods for submitting requests for information, including 

at a minimum, a toll-free telephone number and a web site 

address (if the business maintains a web site address).  Cal. 

Civ. Code §1798.130(a).  Consumers have the right to request 

that the business disclose information that has been collected  

about them in the last 12 months, and disclose what personal 

information has been shared or sold with third parties. 

Cal. Civ. Code §1798.110 and §1798.115.  The business must 

disclose and deliver the required information to the consumer 

free of charge within 45 days (with only one 45-day extension).   

Cal. Civ. Code §1798.130(a)(2).  All information must be  

provided in a readily usable format.  A business is not  

obligated to provide this information to the same consumer  

more than twice in a 12-month period.  Cal. Civ. Code 

§1798.130(b). 

Right to opt out of the sale 

of personal information with 

third parties

 

Financial institutions may not disclose consumers’ nonpersonal 

public information to nonaffiliated third parties unless the 

financial institution provides the consumer with notice of 

the disclosure and gives the consumer the opportunity to 

opt out of the disclosure.  15 U.S.C. §6802(a) and (b)(1).  

 

Individuals have the right to direct a business not to sell or 

share their personal information with third parties.  Businesses 

that sell or share personal information to third parties must 

disclose this, must inform individuals that they have the 

right to “opt out” of having their personal information sold, 

and must have a clear and conspicuous link on their internet 

homepage titled “Do Not Sell My Personal Information” 

that enables individuals to direct the business not to sell or 

share their personal information with third parties.  Cal. Civ. 

Code §§1798.120 and §1798.135. 
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Right to correct errors  

in information

 

None.

 

None.

Right to request deletion  

of personal information

 

None.

 

Individuals have the right to request that a business delete 

any personal information about the consumer that the  

business has collected from the consumer. The deletion 

request may be declined if an exception applies (there  

are nine exceptions).  Businesses must also direct service 

providers to delete the personal information.  Cal. Civ.  

Code §1798.105. 

Private right of action

 

No.  Courts have consistently held that there is no private  

right of action created by Congress in the GLBA. 15 U.S.C. 

§6805; Dunmire v. Morgan Stanley DW, Inc., 475 F.3d 956, 960 

(8th Cir. 2007) (“[n]o private right of action exists for an  

alleged violation of the GLBA”); Enriquez v. Countrywide 

Home Loans, F.S.B., 814 F. Supp. 2d 1042, 1061 (D. Haw. 2011) 

(finding no private right of action under GLBA); Lentz v.  

Bureau of Med. Econ.  (In re Lentz), 405 B.R. 893, 899  

(Bankr. N.D. Ohio 2009) (no private right of action in the 

GLBA).

 

Yes, but the private right of action extends only to claims arising out 

of data breaches.  The CCPA grants individuals the right to institute 

a civil action where their nonencrypted or nonredacted personal 

information is subject to an unauthorized access and exfiltration, 

theft, or disclosure as a result of the business’s violation of the duty 

to implement and maintain reasonable security measures and 

practices.  Individuals are entitled to statutory damages of $100 - 

$750 per incident, or actual damages, whichever is greater.  Cal. Civ. 

Code §1798.150(a)(1). The CCPA also requires consumers to provide 

businesses with written notice of the specific provisions violated, 

and grants businesses a 30-day period to cure, if possible. Cal. Civ. 

Code §1798.150(b). 
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Some examples of GLBA and CCPA divergence

Human Resources information 

Information that financial institutions collect, maintain and use in connection with job applicants, employees, independent contractors and former employees do not  

fall within the GLBA’s definition of “nonpublic personal information,” but that information data is considered “personal information” under the CCPA, and the rights  

and obligations of the CCPA apply.  [Note:  Proposed Assembly Bill 25 would exclude HR data from the scope of the CCPA.]

Individuals seeking financial products or services for a business purpose (not for a personal, family or household purpose) 

These individuals are not “consumers” and therefore information collected about them does not fall within the GLBA’s definition of nonpublic personal information.    

But, if the information identifies, relates to, or is capable of being associated with a particular consumer or household, the information is considered “personal  

information” under the CCPA.     

Individuals seeking information about financial products or services 

An individual is not a financial institution’s “consumer” if he provides the financial institution with only his name, address, and general areas of investment interest  

in connection with a request for a prospectus, an investment adviser brochure, or other information about financial products or services.  17 C.F.R. §248.3(g)(2)(ii).   

But this same information is considered “personal information” under the CCPA.  

**”Sell,” “selling,” “sale,” or “sold,” means selling, renting, releasing, disclosing, disseminating, making available, transferring … a consumer’s personal information by the 

business to another business or a third party for monetary or other valuable consideration.  Cal. Civ. Code §1798.140(t)(1).  A business does not sell personal information 

when the consumer uses or directs the business to intentionally disclose personal information or uses the business to intentionally interact with a third party.  Cal. Civ. 

Code §1798.140(t)(2).
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The scope of “personal information” under the CCPA is broader than the definition of “nonpersonal  

public information” under the GLBA.  

GLBA’s definition of  “nonpublic personal information” 

•  Information a consumer provides on an application for  

   a loan, credit card or other financial product or service; 

•  Account balance information, payment history, overdraft  

   history, and credit or debit card purchase information; 

•  The fact that an individual has been a customer of the  

   financial institution or has obtained a financial product or  

   service from the financial institution;

•  Any information the financial institution collects through  

   an internet cookie;

•  Information from a consumer report.  

CCPA’s definition of “personal information” 

•  Real name; 

•  Alias; 

•  Address; 

•  Online identifier;

•  IP address;

•  Email address;

•  Account name; 

•  Tax Identification Number or Social Security Number;

•  Driver’s license number, ID number or passport number; 

•  Commercial information (including records of personal property,  

    products or services purchased or considered); 

•  Signature; 

•  Physical characteristics or description;

•  Medical information and health insurance information;

•  Browsing history, search history; 

•  Professional and educational information; 

•  Race, color, national origin, religion, sex, age, disability; 

•  All inferences drawn from this information.  

Sources

•  Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801 – 6809, full text (link here)

•  California Consumer Privacy Act (CCPA), Cal. Code Civ. Proc. §§1798.100-1798.199, full text (link here)

https://ec.europa.eu/info/law/law-topic/data-protection_en
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375

