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Tip Sheet:  

Vendor Scrutiny at Onboarding and Periodic Review
 

The process of assessment and mitigation of third-party vendor risk has long been a cornerstone 

of an effective risk management program, and recent privacy and cyber regulations have added 

specific requirements financial services firms should consider. The following summary was compiled 

with consideration for the NY DFS cybersecurity regulation and guidance from FINRA along with 

implications of recent privacy regulations and may be useful when assessing current vendor  

onboarding or annual review processes. 

•  Implement written policies and procedures designed to categorize and inventory vendors and  the types 

   of information processed, stored or accessed with a focus on ensuring the security of systems and  

   information accessible to the third-party service providers; 

•  Perform pre-contract due diligence on adequacy of cybersecurity practices of prospective vendors /  

   service providers; 

•  Establish standard contractual terms in Master Service Agreements outlining minimum cybersecurity  

   practices (including encryption and notice) and relevant CCPA/GDPR obligations to be met by the vendor  

   during the relationship as well as the vendor’s obligations after the relationship ends;  

•  Perform periodic assessments on existing vendors covering adequacy of cybersecurity practices and ability  

   to comply with consumer and subject access requests;  

•  Include vendor relationships and outsourced systems (fourth-party risk) as part of the firm’s ongoing risk  

   assessment process;  

•  Include critical vendors in tabletop Business Continuity Planning and breach response exercises to ensure  

   alignment of people and procedures; 

•  Establish and implement procedures to terminate vendor access to firm systems immediately upon  

   contract termination; and  

•  Establish, maintain and monitor vendor access rights and related entitlements to align with firm risk  

   appetite and information security standards. 

•  Require your vendors to obtain adequate cyber liability insurance coverage from an insurer with a strong  

   rating. 
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Tip Sheet:  

What about Cloud vendors?
 

Firms of all sizes are leveraging cloud service providers for solutions with reduced cost and  

increased flexibility to scale without adding on-premise infrastructure or IT staff.  In addition to 

the list above, cloud vendor selection may require scrutiny in at least three areas: 

•  Security and compliance: The cloud may sound nebulous, but cloud solutions are built on technology  

   infrastructure that simply resides in a different location or locations. It is important to understand the  

   network, including physical and logical segmentation, that will keep your data separate from that of other  

   company data as well as the ability to audit the vendor’s policies, procedures and facilities.  Ask to review  

   ISO, SOC or other audit reports and request a site visit for critical vendors. 

•  Speed, availability and stability: Performance in accessing your data should be governed by Service  

   Level Agreements (SLAs) with transparent performance reporting supported by robust automatic failover  

   and network load balancing infrastructure. Given that cloud vendors are critical vendors by nature (they will  

   be hosting and transmitting your data), a review of the company’s financial health overview is also  

   appropriate. 

•  Flexibility and control: The ability to scale users, features or storage on the fly is a core benefit of cloud  

   technology, but incremental pricing as well as any costs to port data outside of the system should be clearly  

   understood going into the relationship.  In the context of privacy compliance, it is also critical to confirm the  

   ability to search across data sets to identify and, if necessary, port or fully delete all copies of specific data.

Sources 

•  FINRA Report on Cybersecurity Practices February 2015 (linked here)

•  NY DFS Cybersecurity Requirements for Financial Services Companies (23 NYCRR 500) (linked here)

•  General Data Protection Regulation (GDPR) full text (linked here)

•  California Consumer Privacy Act (CCPA) Cal. Code Civ. Proc. §§1798.100-1798.199 full text (linked here)

https://www.finra.org/sites/default/files/p602363%20Report%20on%20Cybersecurity%20Practices_0.pdf
https://www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsrf500txt.pdf
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375

