
ABOUT

SOX 404 requires the implementation of adequate Internal Control over Financial Reporting (ICFR) within listed 
companies to guarantee fair financial reporting practices in accordance with Generally Accepted Accounting 

Principles (GAAP). External auditors must attest to the design and effectiveness of Internal Control over Financial 
Reporting and the accuracy of an organisation's financial statements. Alyne's Internal Control over Financial 

Reporting (SOX, SOC 1) capabilities enable entities to perform a regular health-check of their financial integrity, 
better preparing them for SOX and SOC adherence and audits.
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Internal Control over 
Financial Reporting (ICFR): 
Alyne's SOX/SOC-in-a-Box

An out-of-the-box solution to meet ICFR requirements 

and provide your organisation with an extensive 

health-check for both SOX and SOC 1 compliance.
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Introduction
Major accounting scandals in the past led 

to the adoption of the Sarbanes-Oxley Act 

(SOX) almost 20 years ago. The approaching 

anniversary of this milestone of financial 

regulation is unlikely to spark much joy 

amongst publicly listed companies. Now, as 

they find themselves in the midst of a global 

pandemic, might oversight on financials 

become more important than ever before?

Section 4 of the act, commonly known as 

SOX 404, requires the implementation of 

adequate Internal Control over Financial 

Reporting (ICFR) within listed companies to 

guarantee fair financial reporting practices 

in accordance with Generally Accepted 

Accounting Principles (GAAP). External auditors 

must attest to the design and effectiveness 

of Internal Control over Financial Reporting 

and the accuracy of their financial statements. 

Seeming like a rather fair and straightforward 

request, SOX’ requirements have been 

condemned ever since due to its vague nature, 

let alone the missing differentiation between 

key process parts. Being left in the dark, 

corporations in the early days had to choose 

between two paths: To either interpret and 

adapt the new regulations, not knowing what 

best practice is supposed to look like and how 

the external auditor would interpret their efforts 

– Or to over-deliver by creating controls for 

every process disregarding its significance 

for financial reporting. The latter approach 

ultimately developed into best practice for a 

certain period of time and put tremendous 

strain on larger corporations in particular. 

Given the lack of automation and digitisation, 

manual efforts to comply with the law have 

been ramped up, resulting in cumbersome 

print-outs to obtain and reflect proper sign-off, 

even for the most irrelevant process steps. 

Over time, suffering from a bad reputation 

due to burdensome administration and being 

far from reflecting business reality, SOX has 

been amended multiple times. Just recently 

the SEC relaxed certain requirements for 

small businesses. However, even after a 

few large companies underwent delisting 

procedures, SOX 404 remains a key regulation 

for companies listed at the New York Stock 

Exchange, as well as for those aiming to 

leverage significant fundings and enhance 

shareholder confidence. 

https://www.sec.gov/news/press-release/2020-58
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Timeline: The Evolution of Financial Controls

Since the codification of internal accounting controls nearly four decades ago, the 

requirements of financial controls and reporting have become more clearly defined:

• The Watergate scandal led to the Foreign Corrupt Practices Act (“FCPA”, federal law) in 1977 

resulting in Internal accounting controls being codified for the first time. 

• The Enron scandal led to the Sarbanes-Oxley Act (SOX) in 2002 under the official name: 

      “Public Accounting Reform and Investor Protection Act”.

• SOX Title IV (Section 404) focuses on internal accounting control rules.

• Public companies are required to annually assess the effectiveness of ICFR, disclose the 

results and engage external auditors. 

• The Committee on Sponsoring Organisations (COSO) became a guiding principle on how to 

interpret SOX and its vague requirements and released definitions such as internal controls. 

(Guidance released in 1992, with an update in 2003).

• The COSO model lays out clear principles on how to structure internal control frameworks.

• According to COSO, there are three types of internal controls:

• Those that affect a company’s operations.

• Those that affect a company’s compliance with laws and regulations.

• Those that affect a company’s financial reporting.

COSO

• Globally accepted 

framework.

• Covers internal 

controls as well 

as Enterprise Risk 

Management.

ICFR
• One sphere of internal 

controls.

• Focussed on financial 
integrity.

• Entity Level, Process Level 
& IT General Controls.

SOX SECTION 4

• U.S. specific.

• Listed companies.

https://www.telemessage.com/history-of-fcpa-events-and-bribes-that-led-to-one-of-the-most-feared-enforcement-laws-in-the-world/
https://www.investopedia.com/terms/f/foreign-corrupt-practices-act.asp
https://en.wikipedia.org/wiki/Enron_scandal
https://www.investopedia.com/terms/s/sarbanesoxleyact.asp
https://www.coso.org/Pages/default.aspx
https://www.coso.org/Documents/COSO-CROWE-COSO-Internal-Control-Integrated-Framework.pdf
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Overview: SOX Requirements

Ownership & 
Responsibility1

Section 302 states that the CEO and CFO 

are directly responsible for the accuracy an 

submission of all financial reports and internal 

control structure to the Securities 

and Exchange Commission (SEC).

Section 404 states that management is 

responsible for the management of effective 

internal controls and accurate financial 

records, reporting on any shortcomings.

Management of Internal 
Controls2

Data Security Policies and 
Strategies3

Section 404 requires data security policies 

and strategies to be clearly formalised, 

communicated and enforced to protect all 

financial data that is stored and utilised.

It is required that organisations continuously 

monitor and provide documentation 

measuring their SOX compliance objectives.

Continuous Monitoring 
and Documenting4

SOX applies to all publicly traded companies in the United States as well as wholly-owned 

subsidiaries and foreign companies that are publicly traded and do business in the United States. 

The Internal Controls Report, mandated by Section 4 of the Act, commonly known as 

SOX 404, requires that all applicable companies have adequate internal controls in place to report 

accurate financial data in their annual reports. More specifically, SOX 404 requires companies 

to implement adequate Internal Control over Financial Reporting (ICFR) to ensure fair financial 

reporting practices have been put in place in accordance with Generally Accepted Accounting 

Principles (GAAP). 

In order to be compliant with SOX, organisations are required to create controls that cover 

a large scope of IT and financial requirements, all tailored to their unique organisational 

structure. The design and effectiveness of which, will be investigated by the organisation's 

assigned SOX Auditor.

https://www.sec.gov/news/press-release/2020-58
https://www.sec.gov/news/press-release/2020-58
https://www.investopedia.com/terms/g/gaap.asp
https://www.investopedia.com/terms/g/gaap.asp
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"REASONABLE  ASSURANCE"  –  A  TERM THAT 
SPEAKS TO BOTH INTERNAL  AND EXTERNAL 
AUDIT

Both internal and external audit 
functions follow this concept when 
evaluating the effectiveness of 
internal controls.

Originating in the field of external 

audit, reasonable assurance asserts that 

financial statements are free of material 

misstatements, based on the evidence 

provided by the client. Internal audit 

similarly employs this principle to assess an 

organisation’s internal control framework in 

terms of effectively managing associated 

risks.

Implementing ICFR to Achieve Reasonable Assurance

The work of auditors is especially important 

for publicly listed companies and their 

shareholders, but the ramifications of 

reasonable assurance can have a far greater 

impact than it may appear at first glance. 

Recent events put the spotlight on major 

accounting firms and raised questions about 

how diligently they conduct their 

day-to-day tasks, such as the auditing of 

financial statements of listed corporations.

By default, auditors only verify a certain 

amount of transactions including supporting 

evidence of the transactions in question 

that have occurred over a specific period of 

time. The scope of an audit is constrained by 

time and budget, as is any other corporate 

function in executing its duties – this is where 

reasonable assurance comes into play. 

Both internal and external audit functions, 

to a certain extent, have to trust the 

information provided by their counterparts. 

The sheer volume of a company’s transactions 

only allows for a certain degree of scrutiny 

in reviewing evidence and does not account 

for an unwarranted investigation of unfounded 

criminal intent. This limitation of scope is by 

design; it holds for all audit engagements 

where neither criminal intent nor fraud is the 

focus of consideration. 

While it is almost impossible to achieve full 

assurance on the reliability of financial 

reporting given the vast amount of data 

and complexities involved, the goal must 

be minimising the risk of misstatements 

within your financial reporting. One way 

to achieve this goal is to implement proper 

Internal Controls over Financial Reporting 

(ICFR) to achieve a level of reasonable 

assurance on your financial integrity.
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SOC is an audit of internal controls to ensure 

data security, suitability of control design and  

shareholder confidence. 

Typical users of SOC:

• Data centers.

• Banks and investment firms.

• Healthcare practices.

• Co-Location service providers.

• Tax service providers.

• Any organisation that cannot afford a data 

breach.

Both SOX and SOC compliance services strive 

for enhanced financial data accuracy and 

greater internal control support.

The SOC 1 auditing standard focuses on 

financial controls related to systems 

established at subservice and service 

organisations. By undergoing a SOC 1 

assessment, the service organisation asserts 

that proper internal financial controls are put 

in place and that they are properly designed 

and functioning as required. 

This is key since the client of the service 

organisation must report any outsourced 

services that might impact its financial 

records to its shareholders. The responsibility 

for disclosing accurate financial statements 

remains with this user organisation, but their 

financial controls will also be put under 

scrutiny by the auditors.

For private entities, SOX compliance is said 

to strengthen both confidence in financial 

statements and fraud prevention. Despite 

SOC 1 and SOX being fundamentally 

different, both focus on compliance with ICFR 

and highlight the importance of appropriate 

reporting mechanisms. 

Alyne’s latest Internal Control over Financial 

Reporting Control Set allows for a complete 

'health-check' in terms of your financial 

integrity, for both SOX and SOC compliance.

SOX & SOC 1: Compliance with ICFR

SOX is a government-issued law for enhanced 

financial information disclosure and the IT 

security of financial data. 

Typical users of SOX:

• US publicly-traded companies.

• Wholly-owned subsidiaries of publicly-

traded companies.

• Non-US-based, publicly-traded companies 

who conduct business in the US.

• Private companies preparing to go public 

with an IPO.
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How can Alyne help? 

1
Providing the right level of control that is needed to earn and uphold the label of 

being a “safe” business, and of good financial integrity.

A simplified and smart approach to compliance - such as having a single defined 

requirement and assessment for various reports and interpretations.

Seamless interaction with the wider business and the vendor eccosystem with 

collaborative user engagement.2

3

The Alyne Content Library goes beyond providing IT and Information Security related controls and 

now contains extensive coverage of Financial Controls focused purely on the financial integrity of an 

enterprise. 

The Internal Control over Financial Reporting (SOX, SOC 1) capabilities leverage on this new Library 

of Financial Controls. In addition to the Control Set, Alyne offers an out-of-the-box Assessment 

Template with pre-configured maturity levels which helps corporations to assess the maturity of 

their financial integrity. Regular self-assessments help organisations to assess compliance within 

their financial reporting requirements and assists in strengthening their Internal Control over 

Financial Reporting. 

The capabilities offered in Alyne, such as the Content, Assessments, intuitive Reporting and 

Continous Controls - which enable you to monitor and track maturity deviation over time, serve as 

a health-check for your company as well as for your vendor base.

In these modern times, assurance mechanisms need to be implemented in an efficient 
way, which can benefit the organisation by:

Automatically gathering analytics from Assessment responses which help to identify 

risks and provide meaningful guidance. Ideally these should be visual and intuitive.4
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The Internal Control over Financial Reporting (SOX, SOC 1) Control Set further leverages Alyne’s 

extensive Library of Financial Controls, focusing on the financial integrity of an enterprise and also 

covers relevant Business Controls, with IT and information security related topics. This new capability 

enables organisations to implement and assess the effectiveness of internal controls and better 

prepare for audits against SOX and SOC 1 compliance.

SOX/SOC-in-a-Box - Alyne's Library of Business 
and Financial Controls

Entity Level Controls

An organisation wide, top-down approach. 

Alyne offers Control Sets that comprehensively 

cover the likes of Compliance Management, 

Corporate Governance, Fraud Prevention 

and many more.

1

Process Level Controls

Identify key risk business processes and 

associated material accounts to facilitate 

risk-based SOX testing in areas such 

as Financial Reporting and Accounting, 

Procurement, Order to Cash, Treasury and even 

Outsourcing.

2

Identify key risks within IT and information 

processes in accordance with three key 

principles of the CIA triad: confidentiality, 

integrity and availability. Alyne offers controls 

around topics such as Application Governance, 

Identity and Access Management, Physical 

Security and more.

IT General & Application 
Controls3
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Self Assessments and Vendor Assessments

Professional institutions have issued best 

practices and guidance for how to position 

your organisation in terms of internal 

controls and risk management. A key process 

being self-assessments help to assess 

maturity, identify shortcomings, and derive 

appropriate countermeasures to prepare for 

upcoming audits and certifications. 

In an interconnected world, financial controls 

rely heavily on a secure, properly functioning 

IT infrastructure. The ability to follow your 

finances requires full transparency 

and assurance of where and how your data 

flows. If your organisation’s financial integrity 

partly relies on the services provided by a 

third party, you want to make sure that their 

Controls are up to par, too.  

Vendor assessments are the cornerstone of 

a successful business relationship which both 

parties should be able to trust information 

provided by their counterparts. Achieving 

reasonable assurance through vendor 

assessments seems a bit far-fetched, yet, both 

audit work and self-assessments share trust 

as their common denominator. Trust alone, 

however, only goes so far. Further steps are 

usually required to substantiate claims made, 

such as employing sample testing or data 

analytics. 

Evidence obtained through the course of 

a self-assessment should be subject to 

a critical review to assess the effectiveness of 

controls in place at the vendor. 

Alyne's out-of-the-box 
ICFR assessment with its 
preconfigured maturity 
levels serves as a 
health-check for your 
company as well as for 
your vendor base.



Founded in 2015 with the vision to build technology that is easy to use and that simplifies risk 
management for all organisations,  Alyne now operates globally to provide extensive capabilities 
in managing Cyber Security, Governance, Risk Management and Compliance processes through 
a Software as a Service platform.  Alyne’s technology is powered by industry experts and  enables 
risk and assurance professionals to easily understand complex data and gain actionable insights, 
through it’s powerful Content Library, Assessments and Risk Reporting features -  mapped to  
relevant standards, laws and regulations.  Keep your organisation at the forefront of Cyber Security, 
Risk Management and Compliance with Alyne as your Mission Control.

Alyne USA Inc.
43 West 23rd Street, 

NY 10010, New York

Alyne UK Ltd.
41 Luke St, Shoreditch, 

London EC2A 4DP, UK

Alyne GmbH
Ganghoferstr. 70a

80339 Munich, Germany

Alyne Australia Pty Ltd.
Level 1 Front Suite, 

19 to 21 Toorak Rd, 

South Yarra VIC 3141, Australia

For more information, visit www.alyne.com
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With the ambiguity of SOX requirements 

and the complexities of financial resporting, 

technnology can be a powerful player to help 

minimise the risk of misstatements within 

your financial reporting and achieve at least 

a level of reasonable assurance on your 

financial integrity. 

Moreover, understanding the maturity, having 

the ability to identify shortcomings, and derive 

appropriate countermeasures should not only 

be a goal for those organisations preparing for 

upcoming audits and certifications, 

In closing

but any organisation aiming to go the extra 

mile in terms of financial integrity and 

stakeholder confidence. 

Learn more about how Alyne can help you with 

the Internal Control over Financial Reporting 

(ICFR) requirements of the U.S. Sarbanes-

Oxley Act (SOX) "Management Assessment 

of Internal Controls”, and the System and 

Organisation Controls 1 (SOC 1) framework, 

defined as “Reporting on an Examination of 

Controls at a Service Organisation Relevant 

to User Entities’ Internal Control Over 

Financial Reporting.”

https://www.alyne.com/en

